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13.1 Introduction 293
13.2 De-identification and irreversible de-identification 296

13.2.1 De-identification and anonymization 296
13.2.2 Multimodal de-identification 296
13.2.3 Taxonomy of the personal identifiers 297

13.3 De-identification of physiological biometric identifiers 297
13.3.1 Face de-identification in still images 297
13.3.2 Face de-identification in videos 301
13.3.3 Fingerprint de-identification 302
13.3.4 Iris de-identification 304
13.3.5 Ear de-identification 305

13.4 De-identification of behavioural biometric identifiers 306
13.4.1 Voice de-identification 306
13.4.2 Gait and gesture de-identification 309



Contents xi

13.5 De-identification of soft biometric identifiers 310
13.5.1 Body silhouette de-identification 310
13.5.2 Gender, age, race and ethnicity de-identification 312
13.5.3 Scars, marks and tattoos de-identification 312

13.6 Conclusion 313
Acknowledgements 314
References 315

14 Secure cognitive recognition: brain-based biometric cryptosystems
using EEG 325
Emanuele Maiorana and Patrizio Campisi

Abstract 325
14.1 Introduction 325
14.2 EEG-based biometric recognition 327
14.3 Proposed cognitive biometric cryptosystems 328

14.3.1 Preprocessing 329
14.3.2 Unprotected systems 330
14.3.3 Protected system 331
14.3.4 Exploiting multiple biometric representations:

information fusion 333
14.4 Experimental tests 335

14.4.1 Experimental setup 335
14.4.2 Experimental results 336

14.5 Conclusions 349
References 349

15 A multidisciplinary analysis of the implementation of biometric
systems and their implications in society 353
Vassiliki Andronikou, Stefanos Xefteris, Theodora Varvarigou,
and Panagiotis Bamidis

15.1 Introduction 353
15.2 The ICT landscape for biometric systems 355

15.2.1 Internet of Things 355
15.2.2 Cloud infrastructures for biometrics 356

15.3 The new implementation potential 357
15.4 Evolution of biometric systems 359

15.4.1 Enabling advanced privacy 359
15.4.2 Ubiquitous biometrics 362
15.4.3 Indian Unique ID project: a large-scale implementation

example 362



xii User-centric privacy and security in biometrics

15.5 The societal implications 365
15.5.1 Biometric data collection 366
15.5.2 Biometrics in social media 367
15.5.3 Other secondary uses of biometric data 369
15.5.4 Other concerns 370

15.6 Conclusions 371
References 371

16 Biometrics, identity, recognition and the private sphere where we
are, where we go 377
Emilio Mordini

Abstract 377
16.1 Introduction 377
16.2 Identity, identification, recognition 379
16.3 Personal recognition through human history 381
16.4 Where are we going? 386

16.4.1 Global mobility of people 386
16.4.2 Digital economy 390

16.5 Privacy, person and human dignity 392
16.5.1 Is biometric inherently demeaning? 393

16.6 Conclusions 396
References 397

Index 401


